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The Last Perimeter 
Artificial intelligence has ended the age of the defensible boundary. Advantage will pass to nations 
that teach their data to protect itself. 

 

Late last year, a state-backed cyber operator entered a target list into an artificial 
intelligence system and stepped back. According to Anthropic's subsequent 
investigation, the AI conducted reconnaissance, identified vulnerabilities, 
harvested credentials, moved laterally through networks and sorted the stolen 
material by intelligence value, executing between 80 and 90 per cent of a 
campaign that ran against roughly thirty organisations across technology, 
finance, industry and government. The humans supervised. One intrusion set 
does not remake a discipline, but this one showed where the contest is heading: 
toward machine-speed operations in which the traditional advantages of human 
defenders erode by the month. 

For four decades, cybersecurity has been organised around the boundary. The 
vocabulary gives the assumption away: firewall, gateway, demilitarised zone, 
intrusion. Even zero trust, the most consequential reform of the past decade, kept 
the premise that defence begins with controlling access to systems. That premise 
is failing, and the failure is measurable in three ways. 

Speed first. CrowdStrike's 2026 Global Threat Report put the average interval 
between compromise and lateral movement at twenty-nine minutes. The fastest 
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recorded breakout took twenty-seven seconds, one operation began 
exfiltrating data within four minutes of entry, and activity by AI-enabled 
adversaries rose eighty-nine per cent in a single year. Legitimacy second. 
Eighty-two per cent of detected intrusions involved no malware at all; attackers 
arrive with valid credentials, legitimate administrative tools and authorised 
workflows, looking less like intruders than employees, and a wall built to repel 
outsiders has little to say to an adversary who presents a lawful identity at the 
front gate. The third failure is inversion, and it is the most telling. Forty per cent of 
the vulnerabilities exploited by China-linked actors sat in internet-facing edge 
devices - the firewalls, VPN concentrators and gateways bought to enforce the 
boundary. The technology of the perimeter has become its weakest point. 

A perimeter that trusts stolen credentials and doubles as the principal avenue of 
attack is no longer a perimeter. It is an address. 

Strategists have watched this film before. The Theodosian Walls anchored 
Constantinople's defence for a thousand years, turning back armies that would 
have overwhelmed almost any other city, until gunpowder artillery arrived and 
Ottoman cannon breached them in the spring of 1453. Europe's first response was 
predictable: stronger walls. The angled bastions of the trace italienne era bought a 
century of time at colossal expense, but the deeper adaptation happened 
elsewhere, as security migrated from fixed fortification to mobile armies, strategic 
depth and the capacity of the state itself. When technology defeats the wall, the 
lasting answer has never been a higher wall. It has been to relocate protection to 
the thing that must survive. 

In the digital age that thing is data, and the emerging principle of this era is that 
protection is ceasing to be a property of place and becoming a property of the 
object. The defensible boundary is contracting from the network to the individual 
datum - call it the atomic perimeter - so that information carries its security 
wherever it travels. Encryption protects data at rest, in transit and, through 
confidential computing, during processing. Cryptographic provenance vouches 
for authenticity. Access rights are enforced by mathematics rather than by policy 
documents, and sovereign control of keys separates ownership from 
infrastructure. Under this architecture a successful intrusion delivers the attacker 
custody of the warehouse and none of the contents of the crates. 

 
When the boundary cannot hold, the only defensible territory left is the data 
itself. 

 

Quantum computing turns this architecture from good practice into obligation, 
because the danger is present-day theft as much as future decryption. 
Intelligence services and organised criminals are already running harvest now, 
decrypt later operations, banking encrypted archives against the day a 
cryptographically relevant machine arrives. The Australian Signals Directorate has 
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set the end of 2030 as the deadline for abandoning traditional asymmetric 
cryptography, and Washington intends to retire the same algorithms by 
2035. Advanced economies have, for the first time, begun a forced migration of 
the digital world's cryptographic foundations before the disruptive technology 
itself exists. Information re-armoured ahead of the transition keeps its value 
indefinitely. Information left in legacy cryptography is a maturing liability, and 
today's stolen archives are tomorrow's intelligence windfall. 

Network defence is demoted by all this, never abolished. Perimeters will keep 
filtering criminal noise, detection and response still buy the minutes that matter, 
availability will always rest on resilient infrastructure, and an adversary inside a 
system can damage what it cannot read. The centre of gravity has moved all the 
same: confidentiality and integrity, the currencies of intelligence, innovation and 
commercial advantage, now depend on protections that travel with the data 
rather than on the networks it passes through. 

Beyond the security profession, the migration to post-quantum cryptography 
amounts to a once-in-two-generations reconstruction of the world's trust 
infrastructure, and the nations whose algorithms, hardware and assurance 
frameworks underpin it will shape the foundations of the digital economy for 
decades. The contest is ultimately about sovereignty. Industrial-age power rested 
on control of territory; information-age power rests increasingly on control of trust, 
and states able to guarantee the authenticity and confidentiality of data will carry 
advantages into commerce, finance, science and diplomacy. Here the 
democracies begin ahead, because trust in cryptography cannot be 
manufactured by coercion. It is earned through transparency, scrutiny and 
confidence that no hidden access exists, which is precisely what open standards 
developed under international review have repeatedly delivered. A state can steal 
data by the exabyte. It cannot steal credibility. 

For governments the work is unglamorous and decisive: cryptographic 
inventories treated with the seriousness once reserved for fuel stocks, 
procurement that demands protection travelling with the data, classification 
systems that assume every network is eventually walked. For boards the fiduciary 
question has changed shape. Whether the network is secure was always 
answered temporarily; whether the data survives the network's failure can be 
engineered. For the intelligence agencies of the democracies, a world of 
armoured information raises the price of the indiscriminate bulk collection on 
which authoritarian services have gorged, and restores advantage to the 
disciplines free societies do best: human intelligence, partnerships and earned 
access. 

The wall was humanity's first security technology, and from Jericho to the firewall 
protection has meant enclosure. Artificial intelligence has ended that assumption 
in scarcely a decade; quantum computing will make the verdict permanent. For 
ten thousand years nations measured their security by the strength of their 
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boundaries. The states that prosper in the coming era will be those whose 
secrets can survive without them. 
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