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The Great Geo-Patriation: The New Test of 
Sovereignty 
The cloud was built on endless interdependence. The age of AI is teaching a harder lesson: 
sovereignty belongs to nations that can survive disconnection. 
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On 24 October, Amazon Web Services will deliberately break one of the central 
assumptions of the digital age. For several hours, the world's largest cloud 
provider will disconnect its European Sovereign Cloud from the global network on 
which it was built. The experiment is ostensibly technical. Its implications are 
geopolitical. It asks a question every government will eventually have to answer: 
what still works when the connection disappears? 

For three decades, the global economy was built on the assumption that digital 
dependencies would expand indefinitely. That architecture of integration is now 
colliding with an era of great power rivalry and cyber warfare. The systems that 
sustain modern societies - from power grids and financial markets to frontier 
artificial intelligence - run on infrastructure operating largely beyond national 
control. Connectivity defined the last strategic era. Operational sovereignty will 
define the next. 

 

 
Geography tells you where a system sits. Sovereignty tells you who 
remains in command when the links fail. 
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For years, governments and corporations assumed sovereignty was a matter 
of geography: store data onshore, in domestic facilities in Sydney, Ottawa or 
Osaka, and sovereign control would follow. Gartner calls the resulting retreat from 
global platforms geo-patriation. The evidence increasingly suggests a server 
bolted to sovereign soil remains strategically hostage if it depends on foreign 
identity services, offshore encryption authorities and external software updates to 
function. Geography tells you where a system sits. Sovereignty tells you who 
remains in command when the links fail. 

A new doctrine is emerging at the centre of digital statecraft. Severability is the 
capacity of a nation's critical systems to continue functioning under domestic 
control after its foreign connections have been interrupted. Untested sovereignty 
is a theory awaiting its first crisis. 

A nation controls a system only to the extent that it can sever it, and a network 
that has never been severed has never been proven sovereign. Allies on three 
continents are now acting on that logic, and their spur has come from 
dependence on friends as much as fear of foes. In March, Japan's Digital Agency 
admitted a domestic provider to its government cloud for the first time, breaking 
the exclusive hold of American hyperscalers on grounds of economic security. In 
May, Ottawa, Washington's closest neighbour, advanced a large sovereign AI data 
centre with TELUS. When Tokyo and Ottawa hedge against American platforms, 
the shift is structural. 

Europe arrived at the conclusion first, and its catalyst was a revelation of allied 
reach. On 10 June 2025, a Microsoft France executive testified under oath to a 
French Senate inquiry that he could not guarantee French citizens' data would be 
withheld from United States authorities without French consent. A tedious legal 
debate became a crisis of strategic autonomy almost overnight. The European 
Commission's proposed Cloud and AI Development Act, published on 3 June 
2026, would grade cloud services across four assurance levels, culminating in full, 
verifiable control over the software supply chain. 

Artificial intelligence is weaponising this dependency. As governments integrate 
AI into the machinery of the state, they are moving beyond data storage to the 
automation of judgement. Frontier models are increasingly being used to analyse 
intelligence, assess risks and shape policy. A government that performs these 
functions inside an environment it does not ultimately control has not merely 
outsourced infrastructure. It has outsourced a portion of its strategic autonomy. 

The threat matrix is unforgiving. In November 2025, Anthropic disclosed that a 
Chinese state-sponsored group had turned Claude Code against roughly thirty 
organisations, with AI carrying out as much as 90 per cent of the tactical work. 
The significance was not the scale of the campaign but the automation of the 
attacker. Credential discovery, vulnerability analysis and supply-chain mapping, 
once the preserve of highly trained operators, now execute at machine speed. 
American cyber agencies have warned that Chinese state actors are 
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https://www.nippon.com/en/news/yjj2026032700944
https://www.canada.ca/en/innovation-science-economic-development/news/2026/05/government-of-canada-and-telus-advance-work-to-build-sovereign-ai-infrastructure.html
https://www.canada.ca/en/innovation-science-economic-development/news/2026/05/government-of-canada-and-telus-advance-work-to-build-sovereign-ai-infrastructure.html
https://senat.fr/compte-rendu-commissions/20250609/ce_commande_publique.html
https://senat.fr/compte-rendu-commissions/20250609/ce_commande_publique.html
https://www.twobirds.com/en/insights/2026/tech-sovereignty-package-an-overview
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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pre-positioning inside critical infrastructure networks for disruptive or 
destructive attacks in a future crisis or conflict. An adversary preparing for 
war wants leverage over the nervous system of the target state, and the 
sovereignty debate must graduate from the civilian concern of data privacy to the 
strategic reality of dependency management. 

The most instructive blueprint for digital resilience comes from the physical world. 
For decades, Estonia, Latvia and Lithuania generated electricity on sovereign 
territory while strategic control of their grid remained in Moscow. On 8 February 
2025 the Baltic operators took a historic gamble and cut the cord, running their 
grids entirely alone in island mode before synchronising with continental Europe 
the next day. They demonstrated the capacity to stand alone before choosing with 
whom to connect, and that sequence is the essence of modern statecraft. 
Permanent dependence creates vulnerability. Permanent isolation creates 
weakness. Sovereignty is the hard-won space between the two. 

Critics will rightly point out that permanently severed digital systems degrade. 
Threat intelligence, security patches and algorithmic improvements flow through 
global networks, and a static system inevitably becomes an insecure one. The 
objection clarifies the doctrine. Severability means strategic choice: the freedom 
to absorb a catastrophic shock, keep the lights on, reroute dependencies and 
reconnect on favourable terms. The Baltic states stood alone briefly. What 
mattered was that they could, and permanent self-sufficiency is a different and 
weaker ambition. 

Australia has begun to apply this doctrine at the apex of its national security 
apparatus, commissioning a Top Secret cloud operated by AWS under a contract 
worth at least $2 billion over a decade. The more consequential vulnerability sits 
lower in the stack, across the civilian platforms on which governments govern and 
economies function. The Digital Transformation Agency's Hosting Certification 
Framework tests providers on ownership and control and stops short of the 
ultimate test. 

Canberra should add a severability tier to that framework, and allied democracies 
should mandate the same for their critical infrastructure. Any provider of essential 
government services, explicitly including frontier AI platforms, must prove 
through independent audit that its systems operate securely when offshore 
control links are physically removed. In Australia, the standard belongs in the 
Security of Critical Infrastructure regime, mutually recognised across the Five 
Eyes, Europe, Japan and Canada. Democracies hold the collective procurement 
power to force this market shift. Authoritarian regimes, whose systems are 
inextricably bound to the party-state, can never offer genuine, auditable 
severability. 

Corporations must embrace the same discipline. Directors should require their 
providers to run a 72-hour dark test, operating critical workloads without access to 
a global control plane, to see what breaks. Many boards believe they are 
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https://news.err.ee/1609599566/estonia-latvia-lithuania-disconnected-from-russian-power-grid
https://news.err.ee/1609599566/estonia-latvia-lithuania-disconnected-from-russian-power-grid
https://ia.acs.org.au/article/2024/govt-inks--2bn-deal-with-aws-for-top-secret-cloud.html
https://www.govtechreview.com.au/content/gov-datacentre/news/dta-releases-hosting-certification-framework-1182800034
https://www.govtechreview.com.au/content/gov-datacentre/news/dta-releases-hosting-certification-framework-1182800034
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managing digital infrastructure; in truth, they are managing untested 
assumptions. A board that buys cloud on price alone is carrying a sovereign 
risk it has never measured, and the first honest measurement may come from an 
adversary. 

In 1902, engineers completed the Pacific Cable to link Australia to Britain through 
territory the Empire controlled. They understood that communications passing 
through someone else's switchboard could ultimately be controlled by someone 
else's government. The technologies have changed; the strategic logic has not. 
The era of digital globalisation rewarded connection. The era now emerging will 
reward survivability. For thirty years, governments measured digital power by 
reach, scale and integration. The next thirty years will measure it by something far 
simpler: the ability to absorb disruption without surrendering control. Sovereignty 
is not the ability to connect. It is the ability to keep functioning when connection 
is denied. In the age of AI, the states that prevail will not necessarily be those with 
the biggest models or the largest data centres. They will be the states that 
preserve agency under pressure, maintain essential functions through shock and 
retain the freedom to choose their own course. Ultimately, every claim of digital 
sovereignty will face the same test. What still worked when the line was cut? 
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